What is Air Gap Defence Technology and How Does it Affect Me?

Wireless devices connected with computer network

Contributed by Brett West

As technology evolves around us, so unfortunately do the clever criminals who exploit it. I am not a cyber-security expert, but I move in the IT consultancy circles and have many friends who are cyber-security experts. There is a new buzzword that these experts are using. It is called Air Gap defence, which is a really strange expression, until you understand what it means.

Essentially, an ‘Air Gap’ defence layer is the absence of a wireless connection into your computer equipment or network. It means that various parties cannot ‘wirelessly’ hijack your computer systems, your WI-FI router, or your smartphone, laptop, etc. They have to instead come ‘down the wire’ where you can usually install security software to act as a firewall. A classic case is when you go to the local Cafe and use their free WI-FI. Before you know it, you come away with weird viruses embedded on your laptop, because some other person was sitting there, and piggy-backed on top of the free WI-FI connection into your laptop. He put a sniffer on the laptop which will send him your details the next time you use the same laptop to access your bank account. Happy days. For him at least.

Another thing these same security experts are doing is buying these special radio-frequency (RF) blocking wallets, to keep their bank cards in. The bank cards are mostly ‘contactless’ which means someone with a reader can literally brush past you, interrogate your bank cards, and copy the details. More happy times for the criminals. What surprised me is that all the cyber-security experts I know have these special wallets, and avoid using Wi-Fi networks like the plague. In fact, if you get them around a table in the pub, they start comparing the models of their security wallets and how many bank cards can fit in them. A few years ago, I worked for a major bank and we had some unusual security breaches. Eventually the internal experts traced the breach to the fact that the bank was located on a main road. Apparently, the hackers were stopping outside in a vehicle, and then interrogating and penetrating the Wi-Fi system, from the street, into the building.

Now of course everyone assures us that Wi-Fi is perfectly safe as long as you password-protect your home router. Have you ever noticed how many expensive cyber security specialists work for the average financial institution, and how they force to you change passwords all the time with really complex passwords? I hope you regularly change your home Wi-Fi password… And possibly have a team of security experts to make sure all your PCs and devices are protected with the latest updated security software, like we do in the office.

And to top it all there are a lot of scientists who have been saying, for many years, that the microwave radiation coming off the wireless devices is actually bad for our health. They have lots of websites and research papers published. All in all, it is starting to feel like the new technology convenience is actually a bit riskier than we like to think.

My suggestion is to do some research and make sure you know what is actually going on.

One of the most basic security precautions is to keep the Wi-Fi network switched off until you absolutely need to use it, and then only switch it on while you are accessing it. Use hard-wired internet connections as the preferred choice. When on the go, keep your mobile devices in Airplane mode when you don’t need them to talk to any network.

If you want to find out what all the scientists are saying about the harmful effects of microwave radiation, check out the online training courses at https://www.wirelesseducation.org/. Many of the tips in the courses also improve home security, as well as reduce risks of over-exposure to microwave radiation.

For more information on securing your wireless network from criminals, start with this excellent summary https://heimdalsecurity.com/blog/home-wireless-network-security/.   (see below)

Air Gap Technology: Hardwiring your iPhone or iPad

Contains an iphone with rj45 lightning adaptor connected to ethernet cable

Contributed by Brett West
https://www.wirelesseducation.org/hardwiring-your-iphone-or-ipad/

In our first article on Air Gap Defences,  we explained the importance of providing a physical barrier against network intrusion attempts into our home network and the added health benefits of reduced microwave radiation exposure. In this, our second article on cybersecurity and hardwiring your home to eliminate wireless networks, we seek to answer an important question:

Can I use an Ethernet connection for my iPhone or iPad?

As part of our research we found a number of ‘Lightning to Ethernet’ adaptors on the market. These adaptors allow an iPhone or iPad to be connected directly to a network via an Ethernet RJ45 LAN cable – or hardwired as it is commonly known. This means that you can access the Internet without using Wi-Fi or your cellular data. For this, we purchased and assessed the Foinnex Lightning port to RJ45 Ethernet network adaptor.
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Hardwiring allows the usage of a normally wireless iPad or iPhone through a secure network Ethernet cable connection with the device in Flight/Airplane mode and all antennas switched off. Our testing showed that it was a faster connection than Wi-Fi or cellular data, averaging 200 percent of the speed of a wireless connection, with almost no interruptions in connection service. When plugged into the lightning port on the Apple device, in the Settings menu a new connection will appear labelled ‘Ethernet’ (as below) which will automatically assign an IP address to the device and start communicating. Even when using Apps when hardwiring your device, you will sometimes see a message saying that the device is in Flight/Airplane mode (see screenshot below). Simply OK this message and ignore it, because the App will run seamlessly over the Ethernet link. The Apple operating system (iOS) will take care of it.

setting menu of iphone      iphone screenshot

For those who are ‘in the know’ with regard to microwave radiation exposure levels from wireless devices, it enables hardwiring of iPhones and iPads without exposing the user to any significant level of microwave radiation.

This hardwiring solution works for accessing the Internet and texting with other Apple users. To make a phone call without radiation exposure, we recommend using an App such as Skype or WhatsApp whilst on the Ethernet link.

The cable adaptor does not need external power, running directly off the Ethernet link created between the iPhone or iPad and the local network cable. To purchase these adaptors search on Amazon for: ‘Lightning port to RJ45 network adaptor’.

Disclaimer: Always check the manufacturer’s website to ensure that the adaptor will work with your device, that the port is compatible (correct) and that the  operating system version is compatible.

Wireless Education does not endorse or recommend products, however we seek to understand and explain in simple language all technology innovations which will reduce microwave radiation exposure levels.
Air Gap Technology: Hardwiring Android and Windows Tablets

Contributed by Brett West

Wireless technology in focus

Wireless Education explores our wireless technology in a series of Air Gap Technology articles. In our first article on Air Gap Defences, we explained the importance of providing a physical barrier against network intrusion attempts into our home network, plus the added health benefits of reduced microwave radiation exposure. In our second article, we evaluated Lightning to Ethernet adaptors to allow iPhones and iPads to connect to hardwired networks. This allows you to hardwire your iPhone and iPad so that you can access the Internet and your apps without having to have the Wi-Fi router on.

In this, our third article of the series, we evaluate an adaptor that is new to market and allows Windows and Android devices (with compatible chipsets) to connect directly to an Ethernet cable, via the existing USB-B port. In a nutshell, this allows you to hardwire your Windows and Android phone or tablet.

Hardwiring your Android or Windows devices to bypass wireless technology

After much research, we discovered the Plugable Micro USB B RJ45 ethernet adaptor. This adaptor allows the connection of a normally wireless Windows tablet (version 8.1 and 10 supported) plus many Android tablets and smartphones, to a secure network Ethernet cable.

Plugable USB 2.0 adaptor

In order to have the full security and health benefits, set the device to Flight/Airplane mode, and check that Bluetooth and Wi-Fi is switched off. A major advantage is that it will provide a significantly faster and more stable connection than a normal Wi-Fi or Cellular link.

Many technical specialists are aware of the biological concerns around microwave radiation exposure levels from wireless devices. This adaptor allows the usage of phones and tablets without experiencing significant levels of microwave radiation from long-term exposure.

The system works for accessing the internet and texting. To make a phone call, use an app such as Skype or WhatsApp. The cable adaptor does not need external power. It runs directly from the Ethernet link between the Windows or Android device and the LAN network cable.

Modern day living is all about wireless and accessibility.  Devices have moved from wired to wireless to voice activated with the idea that we can tap into the Internet by just using the right voice command or key word. Whilst we love instant access, immediately available technology, little thought is given to whether this wireless technology is harmful. We may think these are good ideas, but it good for us and our children?

Why hardwiring is a sensible solution

Science and research is showing that long-term exposure to microwave radiation is linked to heart and brain cancers, infertility and increased instances of Electrosensitivity.

If you think this doesn’t affect you,then think about whether you have any wireless devices in your home like: smart phones, cordless telephones, wireless baby monitors or electronic tablets. Now think about if during the day you will use more than one of those devices at any given time. That’s increased exposure. All these devices emit microwave radiation.

Using any of these devices for more than 30 minutes in the day is considered long-term exposure.  For key information on protecting your home environment from excessive microwave radiation exposure, we suggest you undertake our unique Schools and Families Course. This online course covers the medically recommended best practice guidance for reducing risks and using safer technology solutions. It should take approximately 40 minutes to complete and costs less than a movie ticket.

For product compatibility see: https://plugable.com/products/usb2-otge100/   (see below)
Disclaimer: Always check the manufacturer’s website to ensure that the adaptor is compatible with your device, that the port is compatible (correct) and that the operating system version is correct.

Wireless Education does not endorse or recommend products; however we continually seek to understand – and explain in simple language – all technology innovations that will reduce microwave radiation exposure levels.
Plugable USB 2.0 OTG Micro-B to 10/100 Ethernet Adapter

Home / Products / Plugable USB 2.0 OTG Micro-B to 10/100 Ethernet Adapter
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Learn more
https://plugable.com/products/usb2-otge100/

    Ethernet for the Raspberry Pi Zero

    Selecting the Right USB-Ethernet Adapter for your Computer and Network

    New Plugable USB Fast Ethernet Adapter Brings Wired Ethernet Directly to Your Tablet’s MicroUSB Port

    Plugable USB 2.0 OTG Micro-B to 10/100 Ethernet Adapter

Description

Plugable’s new USB 2.0 OTG Micro-B to 10/100 Network Adapter combines the compact external design and wide compatibility of our popular USB2-E100 adapter with a OTG Micro-B connector, making it the perfect choice for easy connection to tablets and smartphones that support the ASIX AX88772 chipset (see below for some compatible models). Its connector plugs directly into the micro USB ports found on many of those devices without the need for a separate OTG (on-the-go) cable. Although it can also be used on desktop computers and laptops with a standard USB port, this is not recommended, since it requires a Micro-USB female to Standard USB male adapter which is not included. We recommend our USB2-E100 for those applications.

Using this adapter to connect a compatible device directly to an Ethernet cable can result in speeds two or three times faster than WIFI. It is perfect for situations where WIFI is unavailable or unreliable, providing better video and movie streaming, downloads, and gaming.

2_512Common Uses

    Connecting a compatible tablet or smartphone directly to a network through an Ethernet cable

    Improved connection speeds for devices currently connected over WiFi/802.11 wireless networks

    Add wired network ability to tablets, phones, and other compatible devices which have only wireless built-in

Features
    Easy wired network connection to compatible tablets and smartphones that have a micro-USB port.

    Supports all tablets using Windows 8.1. (The driver is pre-installed.)

    Works with all tablets using Windows 10. (The driver is pre-installed.)

    Works with built-in drivers with some Android tablets and smartphones (see below), but not all.

    Two LEDs monitor power and link activity.

    Full 10/100 Mbps Fast Ethernet performance over the USB 2.0 480 Mbps bus.

    Powered through the USB connection; no power cord needed.

    RJ-45 network port connects to any 10/100 Mbps network

    Widely used and widely compatible ASIX AX88772 chip set

Windows Compatibility

This USB2-OTGE100 adapter is compatible with all Windows 10 and 8.1 tablets with Micro-USB port.

On Windows 10 and 8.x tablets, the drivers are pre-installed.

Android compatibility

If the Android phone/tablet has the built-in driver of this Ethernet adapter, it starts working once plugged into the micro USB port.

Please Note: Android doesn’t have any external indication of connection through Ethernet. The only way to know for sure is to go into Airplane mode, then try to connect to the Internet. If you can connect, then the Ethernet connection is good.

The following Android devices have been tested or reported with the USB2-OTGE100. If the “Driver Support” column is “Yes”, this adapter may be able to work with the Android device:

Have another device you’re using our adapter with? Let us know what works, so we can add to the list! Just email support@plugable.com to let us know. Thanks!

FAQ

Q. What do the green and amber LEDs on the Plugable USB2-OTGE100 indicate?

A. The green power LED on the Plugable USB2-OTGE100 is an indication that the Ethernet cable plugged into the adapter is live and it stays steady as long as the live cable is plugged in. The blinking amber link LED is an indications that data is transferring through the adapter.

Both these LEDs will not light up when:

1) The adapter is not receiving enough power because it is plugged into a port that does not provide the required 500mA of power

2) The drivers for the adapter have not installed properly or is corrupted

3) The plugged-in Ethernet Cable is not live or is faulty

4) The adapter has failed

Q. Are there any special considerations to make for Android devices with this adapter?

A. Nearly all Android devices will only be able to configure the adapter using automatic configuration (DHCP) and do not support manually setting IP address information. Some apps may refuse to connect through a wired connection, but most will allow connecting through the wired connection. Lastly, some Android devices may require being set to airplane mode in order to use the wired connection.

Q. Why does this adapter work with some Android devices, but not with others?

A. Basically Android doesn’t allow users to install any additional device drivers. Hence, if you wanted to connect an external device to an Android phone/tablet, the particular device driver has to be built into the phone/tablet when it’s shipped from the manufacturer.

Our USB2-OTGE100 Ethernet adapter is using the AX88772 chip set which is one of the most popular and widely adopted USB to Ethernet chip sets. A significant portion (but not all) of the Android devices available have the driver built in. This is why this adapter works with some of the Android devices. Unfortunately, there isn’t a good way to figure it out if the drive built-in or not, except via our collected data (the table above), or by testing the adapter with a particular Android tablet/phone.

Q. I feel this adapter is getting warm

This adapter runs of USB 5V bus power, and stays within USB 2.0 maximum of 500mA. The AX88772 converts USB 5V into lower voltage used over Ethernet. The excess voltage is dissipated as heat. Warmth to the touch is expected during normal use.

Q. Are there any known software conflicts?

A. For Mac users, there is a known conflict with the Android File Transfer Program.
Q.All Plugable adapters can be used with all Windows computers with Windows XP and later and at least one USB port. However, while USB 3.0 adapters will work in a USB 2.0 port, they will not reach their full speed potential unless plugged into a USB 3.0 port.

A.    Kevin May 17, 2019 Reply

    Thanks for the comment! You are correct, our adapters are compatible with Windows XP – Windows 10. USB 3.0 adapters should work in USB 2.0 ports, but yes, they will not reach full potential unless connected to USB 3.0 ports. Feel free to reach out to us directly at: support@plugable.com with any questions or concerns, and we’ll be here to help.
    Kevin

    Plugable Support
https://plugable.com/2015/04/21/selecting-the-right-usb-ethernet-adapter-for-your-computer-and-network/#comment-83565
Where to Buy

Plugable USB 2.0 OTG Micro-B to 10/100 Ethernet Adapter

[USB2-OTGE100]

MSRP $19.99
2015: New Plugable USB Fast Ethernet Adapter Brings Wired Ethernet Directly to Your Tablet’s MicroUSB Port

By David RobertsJanuary 22, 2015 113 comments News, USB2-OTGE100
https://plugable.com/2015/01/22/new-plugable-usb-fast-ethernet-adapter-brings-wired-ethernet-directly-to-your-tablets-microusb-port/

You are in a hotel room in a far-away city and you need to access the internet through your tablet. But there’s no WIFI! Only a hard-wired Ethernet connection. What do you do?

2_512In the past, with many popular tablets, you could reach for your trusty Plugable USB2-E100 Fast Ethernet adapter and get connected, but you needed a special OTG (On-The-Go) cable between its standard USB connector and the MicroUSB port on your tablet. It worked great, but the OTG cable was small and easy to lose. It often ended up as the weak link in your network access.

Now Plugable is proud to introduce the USB2-OTGE100, a new USB Fast Ethernet adapter that completely eliminates the need for an OTG cable. Instead of the standard USB connector of the E100, it features a male MicroUSB connector that plugs directly into the MircoUSB port on your portable device. You can ditch the OTG cable and use a wired LAN connection with ease.

Like the E100, the new USB2-OTGE100 features a compact design that fits easily in your pocket or bag. On one end there is a RJ45 connector that fits any standard Ethernet cable. On the other end is a wire that terminates in a male MicroUSB B connector that fits into the MicroUSB port found on most Windows and Android tablets and Android smartphones. It’s powered through the USB port, so no batteries or AC adapter are needed.

Although the OTGE100 is a lifesaver when all you have is a wired internet connection, using it to connect directly to a network has other benefits even when WIFI is available. Wired connections offer increased reliability and faster speed than WIFI (802.11)–especially when the signal is weak or far away, or when many people are using the network.

The OTGE100 uses the same ASIX AX88772 chipset as the USB2-E100. It is supported out of the box by nearly all tablets that feature Windows 8.1, including the Venue 8 Pro, Acer Iconia tablets, the HP Stream 7, Lenovo Miix 2, and the Nextbook 8. It is also supported by many tablets with Android versions 4.0 and later, including Nexus 7 first generation out of the box and second generation with Android 5.0.1 (Lollipop) or later. Many ASUS tablets are also supported. Unfortunately, Kindles and most Samsung tablets aren’t supported. The OTGE100 also works with many Android smartphones, including the Nexus 5 and the Moto X. Check the product page for the OTGE100 for a list of devices that we’ve tested with it.

Plugable’s new USB2-OTGE100 Fast Ethernet Adapter is a great way to get connected. Take it with you and leave that OTG cable at home!

If you have any questions at all, please comment below or email support@plugable.com. We’re happy to help!

Where to Buy

Plugable USB 2.0 OTG Micro-B to 10/100 Ethernet Adapter
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MSRP $19.99
2015: Selecting the Right USB-Ethernet Adapter for your Computer and Network
By David RobertsApril 21, 2015 72 commentsNetworking, News, USB2-E100, USB2-E1000, USB2-OTGE100, USB3-E1000, USB3-HUB3ME
https://plugable.com/2015/04/21/selecting-the-right-usb-ethernet-adapter-for-your-computer-and-network/

You’re a consultant, and you stride into a new client’s office with your Macbook Air, only to discover they’ve disabled WiFi for security reasons.

You pull out your Windows tablet in a hotel room, but the only internet available is coming through a wire on the desk.

You’re a gamer and you’re tired of watching helplessly as your frozen character dies of WiFi-induced lag.

You plug your computer into your brand new Gigabit fiber optic connection, and it’s no faster than before.

A USB to Ethernet adapter can be the answer in each of these scenarios. All of them can add an Ethernet port to a supported computer that lacks one. Some offer speeds far faster than a typical wireless connection or an older network card. A wired connection is also more stable, more reliable, and more secure than a wireless connection.

Plugable offers six USB-Ethernet adapters to accommodate your needs, including the USB2-E100, USB2-E1000, and USB3-E1000. There is also the USB3-HUB3ME that combines a USB 3.0 four-port hub with the chipset of the USB3-E1000, the USBC-E1000 which is the same as the USB3-E1000 but with a USB-C connector, and the USB2-OTGE100, which is electrically identical to the USB2-E100, but features a micro-USB connector especially suited for tablets and smartphones that don’t have a standard full-size USB port.

Which one is right for you? Which will work with your device? How can you get the highest speeds without wasting money on unneeded capacity or buying something that doesn’t work with your computer? To make a good decision, you can think about the 3 C’s: Compatibility, Capacity, and Cost.

Compatibility

The table below gives an overview of the different Plugable USB-Ethernet adapters and their compatibility with different operating systems. Please note that even if a device is compatible with a given computer, it may need to be configured to work on a particular network, especially in corporate or institutional settings like hospitals or universities. Please consult your IT staff for details. When plugging directly into a cable or DSL modem on a home network, it may be necessary to disconnect power from the modem for 30 seconds, then plug it back in again to make it accept the new device.

Windows

All Plugable adapters can be used with all Windows computers with Windows XP and later and at least one USB port. However, while USB 3.0 adapters will work in a USB 2.0 port, they will not reach their full speed potential unless plugged into a USB 3.0 port. Also, computers with USB 3.0 ports several years old may need a driver upgrade to work properly.

The USB2-OTGE100 is especially suited to the many recently-introduced Windows tablets that only have micro-USB ports. While electrically identical to the USB2-E100, its male micro-USB connector eliminates the need for an On-The-Go (OTG) cable. However, because recent Windows tablets contain a full-featured Windows 8.1 or higher operating system, they are fully compatible with any Plugable USB-Ethernet adapter provided an OTG cable is available, and are capable of higher speeds on a Gigabit network if a Plugable Gigabit USB adapter like the USB2-E1000 or USB3-E1000 is used.

Built-in drivers are available for some adapters in Windows 8 and later. If no driver is present, Windows will download the drivers automatically if the computer is connected to the Internet. If no connection is available, for example, because you are connecting a WIFI-only computer in a location with no WIFI, you can install drivers from the included CD disk, or download them to another computer from the Plugable website, copy them to a flash drive, plug it your computer, and install from there.

Mac

OS X versions from OS X 10.6 (Snow Leopard) to OS X 10.11 (El Capitan) should already contain drivers that are compatible with all Plugable USB-Ethernet adapters. However, if for some reason the drivers are missing, they can be easily downloaded from the Plugable website. Unfortunately, these USB-Ethernet adapters are not compatible with Apple devices like the iPhone or iPad that use iOS.
Chromebook

Chromebook computers already have the necessary drivers install for all Plugable USB-Ethernet adapters and should work out of the box.
Linux

In Linux systems, support for the different chipsets in Plugable USB-Ethernet adapters depends on the kernel version, as shown in the table above. However, expert Linux users can add support to earlier versions by rebuilding the kernel module from the source code. You can find your kernel version by opening a terminal window and typing uname -r.
Android

While the chipsets in several Plugable USB-Ethernet adapters are supported in Android itself after version 4.0, they will actually work only if the maker of the phone or tablet has installed the necessary drivers. If the drivers are not already included by the maker, installing after the fact is extremely difficult and requires professional-level expertise with Android.

On the Plugable.com product pages for the USB2-E100, the USB2-OTGE100, and the USB2-E1000, there is a list of known compatible and non-compatible devices. The USB2-E100 and USB2-E1000 require OTG cables to connect. USB 3.0 devices are not supported for Android at this time.

If your device is not on the list and you’ve tested it with one of our adapters, email us at support@plugable.com or leave a comment below. We’ll add it to the list.
iOS
Sadly, iPhones, iPads, and other Apple mobile devices using iOS do not support any Plugable USB-Ethernet devices at present.

Capacity and Cost

Everyone wants the fastest possible network access, whether for connecting to the internet or downloading files from an office server. But there’s no point spending money on capacity you can’t use. For example, if you are accessing the internet through a cable connection that promises a maximum 25 Megabits per second (Mbps), there is no reason to invest the extra money to buy a USB3-E1000 adapter that can reach speeds 40 or 50 times faster. Our USB2-E100, with its 95Mbps maximum speed, would be a better choice. Getting a faster adapter won’t make your network faster if its speed is limited by your internet connection or other hardware on the network. For more information on maximizing speed, see our blog post about this.

The speed at which data can be transferred over a network depends on a lot of variables, and the final speed will only be as fast as the slowest thing affecting it. To get the most speed possible, be sure your router, cables, and any switches or hubs are also designed for the speed you are hoping for. If there are many computers connected to your network or if any connected computer has a virus or trojan, this will also degrade speed.

For the purposes of selecting the right adapter for your situation, you’ll want to select an adapter that exceeds the maximum speed of your network, while taking into consideration any likely future improvements. Network speeds are usually measured in Megabits (one million bits) per second (Mbps). Be careful not to confuse Megabits with the Megabytes commonly used to measure file sizes and hard drive speeds. A byte is made up of 8 bits, so it would take more than 8 seconds to download an 100 Megabyte file at 100 Megabits per second.

Generally for a home network, the most important consideration is the speed you have contracted for with your Internet service provider (ISP). Contact them if you aren’t sure. Speeds of 10-50 Mbps are common, but recently download speeds in excess of 1 Gigabit per second (1000 Mbps) have become available in some areas. In an office setting where you might be spending a lot of time communicating with another server on the same local network, the maximum speed of the local network hardware and the server you are accessing might be the most important consideration. Some offices also have fiber optic access to the internet at 1000Mbps or higher.

I hope this guide is useful. If you have any other questions, please comment here or contact us at support@plugable.com.
USB Gigabit Ethernet speed on Mac OS X

By Jerome Myers March 14, 2012 Mac, Networking, USB2-E1000, 
https://plugable.com/2012/03/14/usb-gigabit-ethernet-speed-on-mac-os-x/
Using USB to Gigabit Ethernet adapters are especially useful for adding faster wired network capability to otherwise WiFi-only machines like the Macbook Air.

You can buy Apple’s branded 10/100 USB adapter — but price-wise, it will cost more than some gigabit adapters (like our Plugable USB Gigabit adapter). A gigabit adapter is also a nice upgrade for machines that only have a 10/100 ethernet port, but are connecting to a gigabit-capable network.

Because there’s often confusion about the rated speeds and actual throughput, especially when running 1000Mbps Ethernet over USB 2.0’s 480Mbps bus, we did some testing to establish a base line.

The test:

We installed the latest ASIX AX88178 Mac drivers for the Plugable Gigabit Adapter (currently v6.3.0). We used the open source network testing tool iperf running on a Mac Mini Server running 10.7.3 and a MacBook running 10.6.8. If you’d like to duplicate our tests, here’s a nice pre-compiled GUI version available here: JPerf-2.0.2.dmg. In order to isolate the adapters as completely as possible, we connected directly between two ethernet ports, set the address manually and ran iperf as both server and client in each direction. Remember that in order to get gigabit speeds, your entire network (including any routers in-between) need to be gigabit capable.

The results:


PCI-Gigabit Ethernet


940/936

USB-to-Gigabit Ethernet (Plugable USB2-E1000)


250/320

USB 10/100 Ethernet


94/94

* send/receive speeds to a 2nd machine running PCI Gigabit Ethernet

These are low-level performance numbers (raw TCP/IP throughput). Real world throughput like copying a file over the network will be substantially lower due to transport overhead and any bottlenecks on the network or on either side of the transfer.

Using a tool like iperf and isolating the ethernet adapters to a direct connection establishes a base line for data speeds. To further identify potential networking bottlenecks, introduce one network component at a time and rerun your tests to see how the throughput is effected by the increasing complexity.

For detailed instructions on installing Mac drivers for the Plugable USB2-E1000, see Howto: Installing ASIX’s USB Gigabit Ethernet Driver on Mac OS X Lion 10.7.

We hope these numbers are useful to set performance expectations. Have any questions? We’d be happy to help. Reply here or email support@plugable.com anytime. Thanks!

[usb2-e1000

More

UPDATED: Plugable Products on Mac OS X 10.8 (aka Mountain Lion)

By Aaron KnopfJuly 26, 201217 commentsEvaluating, Experience, Mac, News, UGA-125, UGA-165, UGA-2K-A, USB-VGA-165, USB2-2PORT, USB2-5M, USB2-E100, USB2-E1000, USB2-HUB-AG7, USB2-HUB10S, USB2-HUB4BC, USB2-SWITCH2, USB3-HUB4, USB3-SATA-U3

https://plugable.com/2012/07/26/plugable-products-on-mac-os-x-10-8-aka-mountain-lion/
Listed below are our latest updates about how to make your Plugable products work on Mac OS X 10.8 Mountain Lion with all the caveats shared by customers. If you read this post before and notice changes, it’s because we’ve revised our advice based on differences between our test results and what many customers were reporting. For now, in all cases we are recommending the solutions that have worked for everyone.

Any Plugable products not listed below have not yet been tested or have no Mac support (USB 3.0 graphics adapters, USB 3.0 docking station, Windows Easy Transfer cable).

Product

Type
Products

Tested
Drivers

Needed
Download Site/

Setup Notes

10/100 Ethernet Adapter
USB2-E100
N
Uninstall previously installed third-party ASIX AX88772 driver before upgrading 10.7 or 10.8, to use Apple’s built-in drivers.

Gigabit Ethernet Adapter
USB2-E1000
Y
Leave the Gigabit adapter unplugged. Go to network settings and delete any existing USB Gigabit Ethernet interfaces by highlighting and clicking the minus button.

Download and install drivers from:

plugable.com/products/usb2-e1000/drivers

After installation and reboot, plug in the adapter.

Go to network settings. If a new USB Gigabit interface hasn’t been created, then click the plus button, and add a new interface for the USB Gigabit Ethernet adapter.

Click the gear button, choose to set the service order, and drag the Gigabit Ethernet interface to the top of the list to make it your primary network connection. Approve the change to return to the main network settings screen.

Click Apply in network settings.

If the status in network settings goes green with a good IP address (not 169.x.x.x), the adapter is working properly.

USB 2.0 Graphics Adapters
UGA-2K-A,UGA-165,

USB-VGA-165,

UGA-125
Y
Uninstall any old DisplayLink drivers before upgrading from 10.7.x.After upgrade, download and install the production version of DisplayLink’s v1.8 driver (or later) for OS X at DisplayLink’s Mac driver page.

Note that the performance of USB graphics on Mac is not yet at the same level as Windows. And some customers have reported crashes and hangs after installing DisplayLink drivers on Mountain Lion. See DisplayLink’s Mac user forum for the latest details. There is a specific thread on possible causes of Kernel panics.

We are filing bugs with DisplayLink based on Plugable customer feedback. If your system is not performing properly once you have installed the latest DisplayLink drivers, please contact us at support@plugable.com for assistance.

USB 2.0 Universal Docking Stations
UD-160-A, DC-125
See Notes
Follow the instructions above for the 10/100 Ethernet adapter and the USB 2.0 graphics adapters.

Hard Drive Dock
USB3-SATA-U3
N


Serial Adapter
PL2303-DB9
Y
https://plugable.com/drivers/prolific/ (Mac security settings must allow installation of executable files from anywhere)

Hubs, Switches, Extension Cables

N
10.8 has a regression where USB Hard Drives attached to a Mac through a USB hub may report “drive wasn’t ejected properly” on return from sleep. We have customer reports of this issue in particular with USB 3.0 hubs like USB3-HUB4

Please feel free to comment here or e-mail us at support@plugable.com with your findings, questions, or problems. We’re here to help.
We’re still investigating why the 2.0.x version of the AppleUSBGigEthernet driver is working on some systems but not others. In the meantime, the solution that has seemed to work for everyone with this issue is to re-install the ASIX driver for the AX88178 chipset in the Plugable USB2-E1000 USB 2.0 Gigabit Ethernet adapter from http://www.asix.com.tw/FrootAttach/driver/AX88178_Macintosh_10.4_to_10.7_Driver_v3.6.0_20111014.zip.

If this solution does not work to get the Gigabit adapter functioning again on your Mac, please write support@plugable.com with details of the issues you are seeing. We apologize for any inconveniences that have been caused by non-functioning Plugable products after a Mountain Lion upgrade. We’re here to help.

Best Regards,

Aaron    Plugable Technologies
Keith: The driver link for the USB-serial adapter on the Mountain Lion page links to the Windows driver, not a Mac one. Does the 1.4.0 version Mac driver (which says Snow Leopard) work on 10.8?

    jerome July 30, 2012 Reply


  Hi Keith,

 We found that the Serial adapter did work with driver version 1.4.0 on our Mountain Lion 10.8 machine.

Thanks,    Jerome.
Thank you for showing interest in our products and for contacting us. This is a very delicate subject since we have a lot of customers that use Mac machines and have nothing but problems since upgrading to OS X 10.9 “Mavericks”. Since this update is a completely new kernel, the multi-monitor feature in general, is completely broken. We have a lot of customers that are now stranded with previously working hardware and Apple is to blame. They have not been working with us at Plugable Technologies or with DisplayLink (the company that writes the drivers) at all, although we have been submitting display related bugs (reference articles -> http://www.displaylink.com/support/ticket.php?id=354 + https://plugable.com/2013/10/22/multiple-monitor-issues-with-os-x-10-9-mavericks). In short, there is nothing we can do until Apple starts working with us.

Patric      Plugable Technologies
How to Enhance your Home Wireless Network Security

A step-by-step guide for everyone to follow, including non-tech savvy people.
LAST UPDATED ON APRIL 18, 2019

IOANA RIJNETU, CYBER SECURITY ENTHUSIAST
https://heimdalsecurity.com/blog/home-wireless-network-security/

What is a home wireless network?

In a few simple words, a basic home wireless network means connecting an Internet access point, such as a cable from your Internet Service Provider, to a (wireless) router in order to allow multiple devices to connect to the network very quickly.

In many cases, once a Wireless router has been installed, we find a place in our home for it and forget about it. As long as all our devices are set up and connected via the Wi-fi network, that’s all that matters, right? Wrong!

Probably many of you don’t realize, but the Internet router is one of the most important devices in our home. It’s the gateway to our Internet access and also prone to exploits by cybercriminals who can sneak into our devices and get access to our system.

Let’s not forget that we live in the age of data breaches, ransomware attacks, and many other online threats. Thus, you should be worried about the security of your home network and take all the needed security measures to increase Wifi security.

How many of these 12 security measures have you used to secure your home network? Click To Tweet

The only measure most people use to protect their home network is to set up a password and prevent neighbors and other people from taking control of your data. But we have to be more serious about security and do more than just setting a simple password. A serious risk is that an online criminal might exploit your poor Wi-fi security measures and “listen” to your traffic in order to retrieve sensitive information or take advantage of your network to launch malicious attacks such as Man-in-the-Middle attacks, network sniffing or data theft.

Though relatively easy to use and access, Wi-Fi networks are not always SECURE networks. Wi-fi comes with lots of security issues, and it’s worth reminding about the Krack vulnerability found in the Wireless Protected Access II (WPA2) protocol which affected all devices connected via Wi-fi.

For this reason, learning how to secure your wireless home network against cybercriminals is a wise and smart move. Given how many Internet of Things devices you may own, making sure your network is extra safe carries even more weight, even though sometimes taking care of your cybersecurity can be a tedious but necessary task.

In this article, you will learn how you can better secure your home network and decrease the chances of getting your valuable data compromised.

Use these steps below to enhance the security of your home wireless network:

Step 1. Change the name of your default home network

If you want to better secure your home network, the first thing you should do is to change the name of your Wi-Fi network, also known as the SSID (Service Set Identifier).

While giving your Wi-Fi a somewhat provocative name such as “Can’t hack this” may backfire at times, other names such as “this is not a wifi” or “too fly for a wifi” are perfectly acceptable.

Changing your Wi-Fi’s default name makes it harder for malicious attackers to know what type of router you have. If a cybercriminal knows the manufacturer name of your router, they will know what vulnerabilities that model has and then try to exploit them.

We strongly advise not to call your home network something like “John’s Wi-Fi”. You don’t want them to know at first glance which wireless network is yours when there are probably three or four other neighboring Wi-Fis.

Also, remember that disclosing too much personal information on a wireless network name may expose you to an identity theft operation.

Here’s a step-by-step and simple guide that explains how you can easily change the name of your wireless network.

Step 2. Make sure you set a strong and unique password to secure your wireless network

You probably know that every wireless router comes pre-set with a default username and password, which is needed in the first place to install and connect your router. The worst part: it’s easy for hackers to guess it, especially if they know the manufacturer.

So, make sure you change them both immediately.

A good wireless password should be at least 20 characters long and include numbers, letters, and various symbols.

Use this guide to set up a strong password for your network. Friends coming over for a visit may complain about the unusual length of your password, but this might discourage them from needlessly consuming your data with boring Facebook or Instagram posts.

Step 3. Increase your Wi-Fi security by activating network encryption

Wireless networks come with multiple encryption languages, such as WEP, WPA or WPA2.

To better understand this terminology, WPA2 stands for Wi-Fi Protected Access 2 and is both a security protocol and a current standard in the industry (WPA2 networks are almost everywhere) and encrypts traffic on Wi-Fi networks. It also replaces the older and less secure WEP (Wired Equivalent Privacy) and is an upgrade of the original WPA (Wi-Fi Protected Access) technology. Since 2006, all Wi-Fi certified products should use WPA2 security.

WPA2 AES is also a standard security system now, so all wireless networks are compatible with it. If you want to enable WPA2 encryption on your Wireless router, use these six steps. If you are using a TP-Link wireless router, here’s how to secure your wireless network.

The good news is that the WPA3 is already here and will replace WPA2. The Wi-Fi Alliance recently announced its next-generation wireless network security standard which aims to solve a common security issue: open Wi-Fi networks. More than that, it comes with security enhancements and includes a suite of features to simplify Wi-fi security configuration for users and service providers.

Step 4. Turn off the wireless home network when you’re not at home

In order to secure your network, we strongly recommend you to disable the wireless home network, in case of extended periods of non-use. You should do the same thing with all your devices that are using Ethernet cables or when you won’t be at home.

By doing this, you are closing any windows of opportunity malicious hackers might attempt to get access to it while you are away.

Here are a few advantages of disabling your wireless network:

    Security reasons – Turning off your network devices, it minimizes the chances of becoming a target for hackers.

    Surge protection – When you power off your network device, you also lower the possibility of being damaged by electric power surges;

    Noise reduction –  Although the modern home networks are much quieter these days, disabling your wireless home network can add calmness to your home.

Step 5. Where is the router located in your home?

You probably haven’t thought about this in the first, but where is your Wi-Fi place in your home can also have an impact on your security.

Place the wireless router as close as possible to the middle of your house. Why? First of all, it will provide equal access to the Internet to all the rooms in your home. Secondly, you don’t want to have your wireless signal range reach too much outside your home, where it can be easily intercepted by malicious persons.

For this reason, we recommend not to place your wireless router close to a window since there’s nothing to block the signal going outside your home.

Step 6. Use a strong network administrator password to increase Wi-Fi security

To set up your wireless router, you usually need to access an online platform or site, where you can make several changes to your network settings.

Most Wi-fi routers come with default credentials such as “admin” and “password” which are such an easy for malicious hackers to break into.

Did you know that the number of wireless networks has increased dramatically over the last 8 years? In 2010 there were 20 million Wi-Fi networks around the globe, and in 8 years, that number increased to 400 million.

Smartphones, laptops, tablets and other devices have driven this growth, and because of how expensive data plans are, most people choose to connect their device to wireless Internet connections.

Step 7. Change your default IP address on the Wireless router

Changing the default IP address to a less common one is another thing you should consider doing to better secure your home network and make it more difficult for hackers to track it.

To change the IP address of a router, you should follow these steps:

    Log into your router’s console as an administrator. These basic steps will teach you how to easily connect to your home network as an admin. Usually, the address bar type looks like http://192.168.1.1 or http://192.168.0.1

    Once you are there, insert the username and password on the login page;

    Then select Network > LAN which is in the menu of the left side;

    Change the IP address to preference, then click Save.

Note: After you’ve changed the IP address, you’ll need to type the new IP address into the web browser bar.

You can also change the DNS server that your Wireless router is using to filter the Internet traffic and this guide will show how to do it.

Step 8. Turn off the DHCP functionality on the router

To enhance the wireless network security, you should turn off the Dynamic Host Configuration Protocol (DHCP) server in your router which is what IP addresses are assigned to each device on a network. Instead, you should make use of a static address and enter your network settings.

This means that you should enter into your device and assign it an IP address that is suitable to your router.

Step 9. Disable Remote Access

Most routers allow you to access their interface only from a connected device. However, some of them allow access even from remote systems.

Once you turned off the remote access, malicious actors won’t be able to access your router’s privacy settings from a device not connected to your wireless network.

To make this change, access the web interface and search for “Remote access” or “Remote Administration“.

Step 10. Always keep your router’s software up-to-date

The software is an essential part of your wireless network security. The wireless router’s firmware, like any other software, contains flaws which can become major vulnerabilities and be ruthlessly exploited by hackers, as this unfortunate family would find out.

Unfortunately, many wireless routers don’t come with the option to auto-update their software, so you have to go through the hassle of doing this manually.

And even for those Wi-Fi networks that can auto-update, it still requires you to switch on this setting. But, we remind you about the importance of software patching and how neglecting to do this can leave open doors for cybercriminals to exploit various vulnerabilities.  Read what security experts have to say about updating your software and why it is key to online security.

Step 11. A firewall can help secure your Wi-fi network

Firewalls aren’t just software programs used on your PC, they also come in the hardware variety.

A hardware firewall does pretty much the same thing as a software one, but its biggest advantage is that it adds one extra layer of security.

The best part about hardware firewalls is that most of the best wireless routers have a built-in firewall that should protect your network from potential cyber attacks. This article can help you figure out if your router has a firewall built in and how you can activate it. And we strongly suggest to turn it on t if it’s not by default as an extra layer of protection.

If your router doesn’t have one, you can install a good firewall device to your router in order to protect your system from malicious hacking attempts against your home network.

Step 12. Enhance protection for the devices most frequently connected to your home network

Important: Do not leave any exposed vulnerabilities for online criminals to pick on!

Even though you’ve increased protection for your router and home network, you need to make sure you don’t have any security holes that can be exploited by online criminals.

Here’s what we recommend you to do:

    Remember to always keep your devices up to date with the most recent software available;

    Always apply the latest security patches to ensure no security hole is left open to malicious actors.

    check which devices connect most often to your home network and make sure they have antivirus and/or an anti-malware security software installed. If you don’t know which one should you choose, this guide will be very useful.

    Make sure to protect your devices using multiple security layers consisting of specialized security software such as updated antivirus programs and traffic filtering software. You may consider using an antimalware software program like our Thor Foresight or Malwarebytes.

Final thoughts

Securing the home network should be a top priority for each of us interested in keeping the data safe and secure. These steps can be really useful even for the non-tech savvy person to apply.

Also, do not forget that your wireless network security can be sometimes weak, and prone to exploits.  It almost doesn’t matter how strong your password is or if your software is up to date if cybercriminals can just hijack your Wi-Fi data.

So this is why we’ve written this guide on how to secure a wireless network. You still have to keep an eye out for insecure Wi-Fi routers out there, however, since most will probably still use WEP and not follow these safety procedures.

Antivirus versus Anti Malware: Which One Should I Choose?

Why antivirus and antimalware can help users fight against cyber attacks

LAST UPDATED ON SEPTEMBER 13, 2017

IOANA  RIJNETU     CYBER SECURITY ENTHUSIAST

https://heimdalsecurity.com/blog/antivirus-versus-anti-malware/
People should be safe on the Internet, but reality shows us something else. Malware attacks are on the rise, and we need software programs to keep our devices secure.

Cyber criminals became more skilled, organized and persistent in their spam campaigns. They use new tactics, such as auto updating links in malicious emails, or new extensions to exploit flaws in outdated PCs.

Recent studies show that cyber attacks have been on the rise over the last years, and will continue to increase.

Source: McAfee Labs Threats Report

Findings from another report released this year indicated that the number of ransomware attacks almost doubled in the first half of 2017 compared to the first half of 2016, and most likely we’ll see these cyber attacks widely spread in different countries.

Source: Check Point Mid-Year Report

A successful malware attack has great impact on both users and organizations, causing data loss, financial problems, or disrupting operations. The best way to combat these online threats is to keep your system safe using an antivirus program, antimalware software or both of them.

When it comes to choosing security software, many people are usually confused about the two terms – “antivirus” and “antimalware” – failing to understand what the difference between them is. 

And then come the questions: What is the best option? Which one to choose?

In this guide, we focus on helping you understand the difference between antivirus and antimalware programs, showing their pros and cons, and what the best solution that suits every user’s needs is.

Antivirus (AV): What is it and how it works

Before we jump into the waves of antivirus and antimalware, let’s see what is the difference between virus and malware.

A computer virus

A computer virus is a piece of software capable of self-replication that can harm computers and information systems. It can spread through the Internet, via malicious downloads, infected email attachments, files or documents.

Malware

Malware, on the other hand, works as an umbrella term that refers to software that is defined by malicious intent. This type of malware can be: adware, worms, Trojans, ransomware, and viruses.

It leads to the conclusion that:

a virus is a malware, but a malware is not always a virus.

More than that, malware is a more generic term while virus is more specific.

Now that we’ve clarified these two terms, let’s try to understand what antivirus programs are and how they can work to secure your personal devices.

Antivirus software is a piece of software originally designed to offer protection against computer viruses (as its name suggests). Given the proliferation of other kinds of malware, antivirus started to provide protection from other computer threats too, such as: Trojans, keyloggers, rootkits, backdoors, phishing attacks or botnets, but limited to the classic ones.

Antivirus is often called an anti-malware program, and people tend to use both terms interchangeably, by mistakenly thinking that antivirus programs can address all types of malware, which is not the case. They cannot detect every type of infection, and can’t protect users against advanced forms of malware, like antimalware software does.

Finding the right antivirus software isn’t an easy task, but choosing the right one can make a difference and provide protection for your devices.

Here are the main features to look for in an antivirus program:

    Virus scanning, which is done in the background, and the scanned file or program will only opens once the antivirus program has finished fully scanning the system. Most antivirus programs have a real-time scanning feature which allows to quickly detect the presence of malicious files on your PC.

    Blocks malicious script files and prevent them from running, because they put your computer at risk of being infected with malware.

    Heuristic analysis is a method used at many computer antivirus programs and designed to identify previously unknown computer viruses, as well as new variants of viruses.

    Automatic updates are necessary to track and detect new threats that didn’t exist when the antivirus software was installed.

    Malware removal is important because there are many types of malware out there that can harm your computer. However, many free AV programs might be only limited to detect and block malware, but won’t be able to remove it from an infected computer. For that, you will probably need to purchase a paid version of antivirus or a software program specialized in removing malware.

    Database of known malware which compares each scanned file to the contents of the database.

    Ransomware protection is an added feature included in most of the paid versions of antivirus programs and offered to premium users. Basically, it gives your trusted apps access users’ most important files and documents, while immediately blocks everything else that’s suspicious. For example, here’s how ransomware protection feature works for AVG antivirus program.

    Antivirus might also be packed with phishing protection, vulnerability scan, browser protection, system optimization.

Antimalware: What is it and how it works

The terms “antivirus” and “antimalware” are often considered to be synonyms, but it’s important to identify the differences and clarify them.

Antimalware abilities can cover a broader software solutions, such as anti-spyware, anti-phishing or anti-spam, and is more focused on advanced types of malware threats, such as zero-day malware, quietly exploited by cyber attackers and unknown by traditional antivirus products.

 The main features to look for in antimalware software:

    Scan, detect and remove known Trojans, adware, spyware, and other advanced malware

    Acts like a shield and offers second generation malware protection

    Is a malware removal tool

    Automatic software updates to easily identify new online threats

    Traffic filtering for your Internet activity to secure your PC against cyber threats and blocking access to infected servers, PCs.    

     Provide online banking security for safer online banking experiences

    Anti phishing protection  is a feature that is focused on detecting and blocking scam and phishing websites.

    Offer security against advanced exploit kits. Here’s an useful guide for non-technical people about the Angler exploit kit, which was one of the most notorious exploit kits used in cyber attacks in the past years.

    Protect against website involved in malware distribution

    Provides a specialized malware database.

    The type of features you will find in antimalware products can be very different, depending on the security vendor. Features are bundled differently, with more or less focus on proactive security, depending on what the products aim to offer.

Why antivirus and antimalware programs complement each other (And why you need both)

Antimalware (also known as malware removal tools) doesn’t try to replace users’ antivirus software, but rather complement it, so users can benefit of multiple layers of protection to combat the growing number of malware attacks.

Antivirus programs are more efficient and effective on the classic types of online threats (worms, virus, trojan, keyloggers), while anti malware can detect and remove new and sophisticated malware strains and strengthen security.

Some antimalware programs work proactively to block ransomware before it has a chance to encrypt your data, and can provide an extra layer of protection along with antivirus program. This doesn’t mean that antivirus is useless, but it can’t fight against advanced forms of malware like an antimalware does. For better protection, you’ll need to use both antivirus and antimalware programs.

CHECK YOUR CYBER SECURITY HABITS

What security software do you have installed on your computer?

Free or paid antivirus

Antimalware software

Both antivirus and antimalware programs

VOTE

Are there any conflicts between antivirus and antimalware products?

An antimalware program is not meant to replace your antivirus, but  to be a complementary and essential addition for your maximum online safety. It’s worth reminding that antimalware is 100% compatible with antivirus software, so should work just fine, without any conflicts.

Here’s what experts have to say about this topic:

    “You’re still going to need [antivirus software] for legacy types of threats, but zero-day is really the big problem. “The thing that’s really coming about is whitelisting and blacklisting on the endpoint which is something that [will be] really helpful in today’s world.” said Scott Crowder, VP and CIO at BMC Software Inc.

“Antivirus software only catches 45% of malware attacks and is “dead”, according to a senior manager at Symantec.

    Former Firefox developer Robert O’Callahan said on his blog about antivirus: “there is negligible evidence that major non-MS AV products give a net improvement in security.

Users can’t depend solely by one security solution, as antivirus programs can’t always keep up with Internet and new malware threats. In fact, no security solution can. That is why, with the help of the anti malware solution, you can add extra protection to better fight against newer and advanced malware.  

To better secure your devices, you need both antivirus and antimalware programs.

Click To Tweet

What antivirus program should I choose?

Deciding about your next antivirus program isn’t always the easiest choice, knowing that there are so many things to consider. Whether you need a free or paid version of antivirus program, take your time and analyze your options.

First off, we recommend you weigh the pros and cons for and list your specific needs.

PROS:

    Easy to install and compatible with many operating systems

    Scans your files found and decreases the chance of your device getting infected with viruses, trojans, keyloggers or other online threats

    Many AV programs provide a free version

    Antivirus offers protection against spam and phishing methods

    Periodic and automatic virus definition updates

CONS:

    Antivirus protection suite finds it difficult to detect new and advanced threats fast and promptly

    Constantly monitors and checks for updates, which can slow down your system (not like they used to, but you there’s still a perceivable impact)

    Special and multiple scans might take a long time

To easily decide between a free or paid antivirus software program, you can use specific tests, because it will provide in-depth information that can influence your buying decision. Tools to test AV are: AV-Test, AV-Comparatives, or Virus Bulletin.

Expert reviews should also help finding out which antivirus program you should use.

For example, PC Magazine is an online magazine that answers any and all questions related to computers and software that runs on them, including antivirus.

They tested more than 40 paid antivirus products to help users choose the right one. Here’s a list with some of the most important antivirus programs to choose from, in terms of pricing, rating and features.

Source: PCMag.com

Our recommendation is to purchase a reliable antivirus program, not use free versions, which are not enough to provide robust protection for your devices. Read our guide on how you can better decide which antivirus program suits most to your needs.

What antimalware program should I choose?

The threat landscape is constantly evolving and people need to find the best software programs to help them secure their devices. According to Symantec’s Internet Security Threat Report, there’s an alarming increase of targeted attacks and cyber criminals try to find new ways to steal sensitive data from users.

Attackers have been increasingly using zero-day vulnerabilities and sophisticated malware to get access to users’ personal data and encrypt them. And they won’t stop anytime soon.

Probably the most tech-savvy persons know that antivirus is used to keep computers safe from online threats, but it’s just not enough. Antivirus can’t cope with the new wave of malware, and you need a layered approach to be more secure.

This is why, choosing an antimalware program means an investment in more powerful technology aimed at destroying and preventing from advanced malware threats that classic antivirus programs can’t.

To make things easier with your decision on which antimalware solution to buy, let’s have a look at what they have to offer, with pros and cons.

PROS:

    It focuses on proactive protection against online threats

    Filters these threats before they get to reach your system, but also during and after cyber attacks

    Protects users from financial and data stealing malware, keeping your banking accounts safe

    Provides multi layers of protection that users don’t get from a classic antivirus

    Offers real-time protection against the most dangerous forms of malware

CONS:

    The customized scan might slow the computer’s speed

    Real-time protection could be available for premium versions only

    Doesn’t (necessarily) protect against common viruses like an antivirus.

Cyber-criminals are constantly working on developing malicious software at a large scale. You can prevent infections by using a good and updated anti-malware solution.

Anti malware programs can easily detect advanced forms of malware and provide specific protection from ransomware attacks. For example, they can spot, block and remove adware and spyware malware threats that don’t act like regular viruses, and might not be detected by antivirus program.

We need an antimalware solution to prevent and protect our PCs from all types of threats. There are quite a few options out there to choose from. For example, Malwarebytes is a complementary, yet essential program to consider using. It offers protection against today’s most dangerous threats, and can detect and removes zero-day malware. You can also have a look at our product, Heimdal PRO, which is an antimalware solution, aimed at protecting your computer from second generation malware.

If you are looking for a security package focused on cleaning malware from your PC, here is a list of some free malware removal tools to check out. 

Does it have the right price?

Pricing is an important factor to consider when you decide purchasing a security product – whether it’s antimalware or antivirus. In many cases, users can’t tell which is the right one, because they don’t have specific technical skills, neither do they know pricing criteria.

To better know if a security program is worth the price, users should estimate the real costs of a potential attack striking their devices by considering all case scenarios. For example, users who are being infected by ransomware attacks don’t recover their files. Sadly, 1 out of every 4 paying users don’t receive their decryption key, so they lose both money and data.

It important to know that a virus is a malware, but a malware is not always a virus.

Click To Tweet

Nowadays, most cyber attacks are more automated and increasingly sophisticated, which make them harder to be stopped., unless there are specific algorithms designed for such attacks. That why, they can’t be avoided, even if you are using all the security measures needed.

“My device didn’t get infected” is not an excuse to use, because you can get the infection without noticing it. Malware has a different behaviour these days, as cyber criminals developing such attacks try to be silent and stay as hidden as possible.

5 of the Most Frequently Asked Questions about antivirus and anti-malware programs

1. Why do I need an antivirus program?

You need an antivirus program to scan your system and secure it from cyber threats. Since you can’t do that manually, you need a minimum layer of protection, and antivirus can provide you with that and detect suspicious websites and files containing malicious programs.

  2. I have an antivirus software, why do I need an anti-malware program too?

Antivirus can’t detect every type of infection and don’t keep up with the cyber threats that are constantly evolving. You need an antimalware program to boost protection against newer types of malware. We recommend reading this article on why traditional antivirus can’t detect second generation malware.

3. Is it possible to run an antivirus and an anti-malware program at the same time?

Yes, you can, because antimalware programs are complementary to antivirus systems, and compatible with them, so they should run at the same time without any problem.  If compatibility issues may arise, it should be related with each product’s setup and specifications. You can address them to the IT/support department of each producer to be solved.

4. Does antimalware replace antivirus?

Theoretically, no, antimalware doesn’t replace antivirus, but it depends on the variety of features provided by software companies. This is subject to debate, but we recommend you to compare the full pack of features and ask for support from producers to better understand what you buy.

5. Am I 100% protected using both antivirus and antimalware software program?

There is no guarantee that using both antivirus and antimalware programs on your computer, you’ll be fully protected. You need them both to stay safe and reduces the chances to get infected with malware.

This video explains the difference between viruses and malware, and what you need to know when choosing between antivirus and antimalware software programs.

Conclusion

Although malware attacks continue to grow and put users’ online privacy at risk, antivirus programs remain an important tool to help keeping the cyber criminals out of your PC and other devices. They can offer security protection, but at a limited level, without offering maximum protection against advanced malware attacks. Antimalware gives your antivirus a boost and enhance protection for your devices.

Often, technical terms are too difficult to be understood by non-techies, which is not fair. That;s why we tried to make things easier and more approachable with this guide.

Bottom line, we need to emphasize that none of these solutions can provide 100% protection against new waves of cyber threats. But you will need them both to keep you safe from viruses and malware, and strongly decrease your chances of getting hacked.

Antivirus and antimalware programs complement each other, but they don’t necessarily compete.

It goes without saying that it’s better to be safe than sorry.
